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1 Purpose

This specification details the integration of the terminal OPP-C60 into vending machines.

2 Scope

Customer, Integrators, Net Provider, (CCV-EW, SA, PM)

3 Terms and Abbreviations

BMP
COR
DK

OPM
OPP

COR-Bxx
COR-Cxx
OPP-C60s
OPP-C60c
OPP-C60m
PM

SA

SCR

TA

T™S

TS3

WA

ZKA

SAM
RDT/DFU
nWAKE

EMC

Bitmap, pre-defined data field

Contactless Only Reader

Deutsche Kreditwirtschaft (formerly ZKA; http://www.die-deutsche-
kreditwirtschaft.de/)

Outdoor Payment Module: This terminal is a multifunctional Terminal. It
has no display or keyboard within the machine.

Outdoor PIN-Pad is a secure multifunctional terminal for installation in
machine for indoor and outdoor use.

describes the contactless only reader combined with a chip reader
describes the contactless only reader

OPP-C60standard With front cut-off 199*140mm (OPP-A40/B50)
OPP-C60compact With front cut-off 141*92mm

OPP-C607000 With front cut-off 196*132mm

Product Management

Sales

Secure-Card-Reader

Tankautomat (Auto fuel terminal)

Terminal Configuration Server (Server responsible for software-updates)
Terminal Supervisor 3

Warenautomat (Vending Machine)

Zentraler Kreditausschuss (look at DK)

Merchant Secure Access Module

Remote Data Transmission

negative Wakeup signal (bidirectionally (input and output): Each
connected MDB device can pull this line low to wakeup all other devices
on the bus

Electromagnetic compatibility

4 Responsibilties
The Product Management group (PM) is accountable for the maintenance of this specification.
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5 Characteristics

5.1 Safety Information

1 The system handbook should be studied before integrating the product into vending
machines, as this contains important information regarding installation.

1 Damage resulting from not following the guidelines or from incorrect operation will
void the guarantee. No liability will be accepted for any consequential damage.

1 No liability will be accepted for damage or injury resulting from incorrect operation or
from failure to observe the safety guidelines.

1 Integration of the product may only be carried out of qualified by electrical specialists
(i.e. electrician), according to the relevant regulations (i.e. VDE, CE).

9 If you have no specialist knowledge regarding the installation, do not carry this out
yourself. Installation should only be carried out by a qualified specialist.

1 Never remove the power supply or the card-reader from terminal, whilst this is
A performing a payment or other active functions (i,e.di s pl ay i ndi cati on
Please contact your network provider if such a message appears for a longer period.

1 Change the card-reader only if the power supply is disconnected.

1 The terminal is certified for cashless payments in various countries, dependent on the
network provider / acquirer. Operation outside of Germany is to be agreed in
consultation with the relevant trade partner.

91 Never try to open the terminal. Unauthorized opening leads to deletion of all secure
data, activating the fraud function and setting the terminal out of order. This also voids
the warranty.

1 Never submerge the terminal in water, throw into fire or expose to high humidity. The
device should be cleaned with a soft damp cloth. Do not use chemical cleaners.

1 Repairs may only be performed by authorized agents of CCV.

9 Do not expose the device to temperatures outside the approved limits.

1 Keep sufficient distance to mobile phones and wireless devices because these may

cause interference. This is not necessary for devices that are able to perform a
contactless transaction (e.g. mobile with NFC interface).

i Please obtain regular information about available and/or necessary updates or
product extensions (Hotline of your network operator).

9 Following software updates, telephone installation changes, or other changes to the
terminal the complete payment operation including closing should be tested.

1 Damage to or removal of the identification labels and seals on the equipment will void
your warranty.

A 1 One mounting screw of the terminal must be connected with the grounding of the local
electrical system. The grounding must not be connected to a floating ground or a
phase (see chapter Installation Instructions.
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5.2 Important information for use
5.2.1 Important integrator co-operation obligations

AT

The installation instructions as described in the system manual must be followed,
particularly in view of mechanical, electrical and operational guidelines (ESD-
electrical grounding).

Check the integrity of the Terminal. Check if the Terminal shows damage and
manipulation and the seal is unbroken. If you detect damage, tampering or a broken
seal do not operate the Terminal. Contact the support at profiline@de.ccv.eu.

Important! Please ensure that the terminal is connected, configured and tested so as
to execute updates via remote maintenance server TMS. Please also ensure
possibility that updates can be initiated via the vending machine interface or the
network-provider. In installation lacking a network connection where remote
maintenance is not possible, it must be ensured that the integrator carries out on-site
updates using Terminal Supervisor 3 or USB and that additional costs will occur.

It must be ensured that software tools (Terminal Supervisor 3, Updatempp, etc.) are
regularly updated. The current versions are available from the CCV download server.
(https://download.ccv-deutschland.de)

CCV points out that regular operational and security relevant updates could be
required. Not carrying out these updates can lead to loss of approval and/or
malfunction. CCV notifies of necessary updates in an appropriate time of period via
release-notes. The provision of updates during the guarantee period is free. CCV is not
liable for malfunctions or damage caused by lack of maintenance updates or
maintenance errors due to the customer.

CCV supports you during the initial installation of the product into vending- or other
machine, and recommends a joint check of your vending-machine/terminal integration
on-site prior to piloting, so that typical problems can be eliminated in advance. Please
contact you reseller or CCV directly for details of this.

Following expiry of the warranty period it is possible to purchase software-updates or
a part of a previously contracted software maintenance contract. Necessary updates
are documented in the release-notes. Software-updates are generally only available
for a fee. Further details are available in consultation with your sales partner.

© CCV GmbH - Itis not allowed to duplicate or distribute this document without our agreement.
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5.2.2 Cleaning OPP and OPM

Clean the cabinet of the terminals with a slightly damp cloth or an antistatic cloth. Please do
not use chemical cleaners. Never use petrol, thinner or other solvents for cleaning the housing,
otherwise deformation and discoloration can occur on the housing.

5.2.3 Cleaning Card Reader for smartcards/ magnetic stripe
cards

Clean the smartcard/ magnetic stripe reader (for example SCR-C60) regularly with a cleaning
card to prevent read errors. The cleaning intervals depend on the frequency of use and on the
ambient conditions. Please do not use chemical cleaners. For cleaning the front of the card
reader please use a slightly damp cloth or antistatic cloth.

The following intervals should serve as a guideline:
- Indoor device: 1 * weekly
- Outdoor device: 1 * daily

5.2.4 Warranty

Caution: Do not try to repair or to open the terminals card reader. Opening the device will void
the warranty. The device will be no longer functional and must be replaced.

In case of damage, please contact your service provider.

5.3 System description

The multifunctional OPP-C60 and OPM-C60 are as an evolution of the OPP-B50 tailor-made
payment system for vending machines, tank machines, service machines and kiosk, where it
is used as a compact and fully functional terminal. A more compact design is available as the
OPP-C60 Compact, which requires a smaller installation footprint with the same functionality.

The multifunctional OPP-C60 consists of a separated card reader and a highly integrated PIN-
Pad as the main device of the Systems. Next to the built-in LAN port, diverse communications
can be realized via USB connections such as ISDN or GPRS. For this purpose the device does
not even to be removed.

Otherwise, no more additional components are required in the machine (besides the card
reader and receipt printer) the cost of integration in an automatic system is reduced to a
minimum.

The elegant OPP-C60 with is front in vertically brushed stainless steel, a high resolution
graphical LCD display and one for the purpose optimally tuned keyboard is based on a forward-
looking hardware platform, the highest quality standards sufficient and due to their design
offers a high level of security. It is vandal-resistant, weather resistant and can be used in an
extended temperature range. The OPP-C60 is beside the Indoor use ideal for Outdoor use.
The OPP-C60 Standard requires the same mounting cutout and the same mounting points as
the OPP-A40 und OPP-B50. Therefore, it can be used by integrators easily.

The terminals are conforming to the requirements of ZKA TA7.1 trader terminals. As a
pioneering hardware platform with extensive storage facilities it offers not only a variety of

© CCV GmbH - Itis not allowed to duplicate or distribute this document without our agreement.
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uses, but can also be updated at any time by a Software-Download to add new software
features and functionality

The intelligent software update concept offers maximum reliability. To the very best service
concepts (exp. Terminal supervisor and terminal management system TMS) were adopted at
this point. Thus, it offers maximum investment security.

5.4 Payment methods
With the terminals following payment methods can be performed:

OPP-C60

9 girocard, Maestro, V PAY,

ELV (Lastschriftverfahren, Debit process)

Online-Lastschriftverfahren (Online Debit process)

Credit cards (e.g. Mastercard, VISA, American Express, Diners, JCB)
Station- and Fleet Cards (optional)

Various loyalty cards can be added with card profiles

GeldKarte (optional)

The processing of various contactless cards is possible in combination with the COR
contactless reader.

= =4 4 -8 -8 -8 -2

OPM-C60
9 girocard, Maestro, V PAY

1 Credit cards (e.g. Mastercard, VISA, American Express, Diners, JCB)

1 Several customer chip cards; additional over card profiles

1 GeldKarte (optional)

1 The processing of various contactless cards is possible in combination with the COR

contactless reader

1 In combination with the COR-B20 reader several contacted payment applications can
be used without PIN.

5.5 User Interface

The user of the OPP-C60 can get along easily with the terminals. The easy to use interface
and the textual information on the big graphic display will help with it. The OPM-C60 can be
comfortably administrated with the TS3 that can be downloaded for free.

The terminals can be used as unattended terminal (e.g. vending machine or petrol vending
machine) and as attended terminal preferably in rough environments (extended temperature
range, splash and vandalism).

© CCV GmbH - Itis not allowed to duplicate or distribute this document without our agreement.
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Certifications

ZKA TA7.1 as attended and unattended payment terminal
EMV Level 1 and Level 2

PCI-PTS 3.0 (with the SCR-B PCI 3.x)

DC-POS 2.5 (also with DC-POS 2.4)

5.7 General technical information

5.7.1 Interfaces for vending machines and ECR
The ECR connection can be established via the LAN, MDB (optional in preparation) or RS232

interface.

1 RS232 interface: Maximum transmission speed up to 115.200 Baud and Hardware-
Handshake are possible.

1 LAN: Ethernet 10Base-T und 100Base-T, full duplex.

1 MDB (Multi-Drop-Bus): 9600 Baud interface format for vending machines.

The serial protocol ZVT-ECR interface will mostly be used. The advantage of ZVT-ECR
interface that it is supported by almost all automated systems.

Die O.P.I. Interface is can also be used for vending and ticketing machines.

The OPP-C60 is ready to be used with the MDB interface.

The terminals have the special advantage, that the connection to a machine (e.g. vending
machine) can be used with different interface transmission speeds (19.200, 38.400, 115.200

Baud).

5.7.2 Keyboard OPP-C60s/m

fEBS100V3 1 October2 0 0 4 0

The PIN pad of the OPP-C60s / m is equipped with a vandal
proof, high quality stainless steel keyboard with 20 keys, 4 of soft
keys (F1 - F4). The keys are equipped with tactile and audible
feedback by sound and embossing according to the specification
of

© CCV GmbH - Itis not allowed to duplicate or distribute this document without our agreement.
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5.7.3 Keyboard OPP-C60c

The PIN-Pad of the OPP-C60c is equipped with a vandal proof,
high-quality stainless steel keyboard with 16 keys. The keys are
equipped with tactile and audible feedback by sound and
embossing according to the specification A E B S 1 0i 00¢t8ber
2004/ of ECBS

5.7.4 Display

320*240 pixels, full graphics display with adjustable, high contrast and wide viewing angle. No
slowdown of the display at low temperatures.
OPP-C60s/m: 3,5A TFT Col or di gp43mm, Active Size 72

OPP-C60c: 2, 7A TFT Col or display, Active Size 58, 3*.

5.7.5 Recelpt Printer

The receipt will be printed by the machines printer (e.g. vending machine). It is controlled via
the machine control system.

The machine (e.g. vending machine) is getting all information from the OPP-C60 / OPM-C60
that is needed to print the receipt either as a complete receipt or as a data message containing
all relevant data to generate the receipt.

5.7.6 IP/IK-Codes

In the table below there are the IP and IK Codes for the OPP, OPM and the card readers. The
IP-Codes are separated in the front side and Rear side of the device. The IK-Codes for the
display is different to the keyboard. There for there are two different IK-Codes mentioned in
the table. The first is for the keyboard and the second is for the display.

Product Front side Rear side
OPP-C60 S/M/C IP65/IK10/1K 8 P21
OPM-C60 IP 21 P21
SCR-B IP32/IK 10 P21
SCR-C IP32/1K10 IP 32
SCR-C NB, NBS IP34/IK 10 IP 32
COR-A10, -A12, -A20 IP65/IK7 IP 20
COR-B20 IP32/IK7 IP 20
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5.7.7 Cable feeding to prevent condensate dripping into device

In order to protect the terminal and reader from water, the cables must be attached in such a
way that water (e.g. moisture, condensation) cannot flow down the cable from above to the

device as a result of gravity.

Correct cable feeding to prevent from condensate dripping into terminals

Housing

Housing

Terminal Terminal

Cable

Outside Outside
Condensate is fed Condensate is fed
directly into terminal. outside terminal.

5.7.8 OPP / OPM Status LED

There are two status LEDs

(Status), which has the following meanings.

Status

Boot process

Terminal ready, waiting for
login

Terminal ready, login
successful

SecureLink/4eye to reader
not active

Startup lock

Initialization lock /
Diagnosis lock

Fraud

Not identified / other error

at the rear side o f the OPP |/ OP M, APWRO (Po

PWR

heating off STA (rot, controllable)

(green, PWR)

permanently on [permanently on | permanently on

2x slowly blinking, 2x fast

permanently on | permanently on blinking

permanently on |permanently on | off
permanently on | permanently on [ 1x slowly, 1x fast
permanently on | permanently on [ 1x slowly, 2x fast

permanently on | permanently on [ 1x slowly, 3x fast
permanently on [permanently on |fast blinking

permanently on [permanently on |slowly blinking
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5.7.9 Contacted reader SCR-C

The SCR-C, SCR-C NB (new bezel) and SCR-C NBS (hew bezel with shutter) is a hybrid card
reader for all common card types.

The integration into tank machines, vending machines as well as further machines in
connection with the outdoor-terminal OPP-B50 are the ideal fields of use. The SCR-C has
three LEDs for the communication with the user.

Following the technical data and interfaces of the SCR-C are described.

Notice

The SCR-C must be grounded by a grounding wire (min. diameter 2.5 mmz2) at one of the four
mounting screws

In case of power disconnection or a software crash, the card can be pulled out of the reader
against resistance.

5.7.9.1 Certificates
The certificates for pollution control and waste prevention are also listed below.

ZKATA 7.1 and DC POS 2.5

leant to the EVA-CVS specifications for unattended terminals
PCI 2.1 in connection with the OPP-B50 and PCI 3.1 with the OPP-C60 (expertise by
T-Systems)

EFT-POS C-TAP conform

PCI+ conform (Dutch domestic)

eft/pos 2000 conform

MasterCard TQM Label

EMVL1 Type Approval

EMVL2 Type Approval

CE-Approval

RoOHS compliant

WEEE

=A =4 =

E N N

5.7.9.2 Connection
Connection to OPP-C60 / OPM-C60 Connector: RJ45 8-poles, shielded

Pin Signal

power in
GND
TxD (output) 1 &
RxD (input) TEE
Not connected W T e
Not connected | — 77
Wakeup [ .
GND

O NO U~ WIN|[F-
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5.7.9.3 LED status indicators at SCR-C

Function Terminal Condition LED Indicators
type

Startup SCR-C All No All LED off

Fraud All No Red LED interval blinking, 100ms on,
900ms off

4eye  activation | All Card locked Yellow LED interval blinking, 100ms on,

needed 900ms off

Sleep Mode All No All LED off

5.7.10 Contacless reader COR

COR contactless readers can be used with the OPP-C60 and the OPM-C60. A certification is
available for the combination OPP-C60 + COR-A10/12/20 and OPM-C60 + COR-A10/12/20 /
COR-B20. The OPP-C60 must not be used with COR-B20! The OPM-C60 does not require
a 4-eye-activation.

COR-A10/12
(contactless only)

COR-A20
(as A10 plus Display)

(as A20 plus chip reader)

A cable with an infused ferrite can be found in the scope of supply. The following figure is
showing the cable from OPP-C60 / OPM-C60 to the COR reader (the ferrite is infused in the
cable part to the COR).

&600mm +--20

20mm

19.5mm +,-2

12.32

=l |

19.5mm +--2

S

CCVU D 02616-3 YYWW RR

08

22,50

33.50
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a) Description

SN Designation Name & Type Qty

1 Connector U.S. PLUG 8P8C, Molded Pantone | 1
orange 165, Gold Plated 3U

2 Cabel PU Jacket, 28AWG PP*4C, Black | 1
Shiny

3 Connector U.S. PLUG 8P8C, Molded Pantone | 1
Yellow 107, Gold Plated 3U

b) Wire List
P1 Color PIN OUT DETAILS | P2
1 White V_IN-OUT 1
2 Black GND 2
3 Red <= RS232 3
4 Green => RS232 4
7 Blue Wake UP 7
8 Blue GND_IN-OUT 8

Note: All cables have to pass electrical test.

5.7.10.1 General information about the COR
The COR provides the following IP protection classes.
- COR-A10, -A12, -A20
o front panel IP65
o back panel IP20

- COR-B20
o back panel IP20
o front panel IP32
A 3 =foreign object size > 2.5mm diameter cannot entry
A 2 =water drops with 15° angle have no effects of damage

Further information for COR-B20

Water can entry to the backside of the COR reader (inside the vending machine) over the card
slot. The contacting unit of the COR is opened at the bottom side to let foreign objects fall out
or to let invaded water flow out (this is needed to prevent a blockade of the contacting unit).

There should be mounted a drain sheet inside the vending machine under the COR-B20 to

shield the electronics under the COR-B20.
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The openings at the backside of the COR housing for connector plugs or flexible connectors
are mounted above the contacting unit. So there is no possibility for water drops to entry in this
area to the COR electronics over the card slot.

Only spray water or hose water could entry over some corners. Depending on the location
where the COR is used we recommend to provide a protection board to prevent the device
from soiling or spray water.

Information for the contacting unit of the COR-B20
- The contacting unit for the chip card is produced for 10 years in a large quantity. It is

sophisticated very solid and is also used for outdoor applications.

- All materials of the contacting unit are water resistant (i.e. synthetics, high-grade steel,
gold-plated contacts for contacting the chip and gold-plated contacts at the limit switch).
- There can only be problems with frozen contacts. If the card is put in more times the
ice on the contacts will detach. For preventing the contacts of freezing we recommend
to use a heating inside of the vending machine.

5.7.10.2 Viewing angle of the COR display

Respecting the tolerances of the hardware components and the mounting tolerances the
following max. viewing angle for the COR can be given.

- max. viewing angle from top / bottom about 17° to the display normal
- max. viewing angle from left / right about 50° to the display normal

5.7.10.3 COR Interfaces

a) RS-232 Host Interface

High speed RS232 (default 115.2 kbps, switchable to 230.4, 460.8 or 921.6 kbps);
RJ45; 8 pin shielded) without hardware handshake.

The RJ45 Connector is located at the bottom side of the COR and the maximum cable
length is 100cm.

Pin

Signal

Vin (power supply)

GND

TxD (output)

RxD (input)

Not connected

Not connected

NWAKE (input/output)

N[O O~ W NP

Power GND
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b) USB host interface

1 USB 2.0 compatible, 12 MBps, USB function (slave)
1 connector type: 5-pin Mini-B-Connector

1 Power supply via RJ45 connector (VBUS not used for supply)
1 Automatic wakeup, if VBUS is present

c) Interface selection

T

1 Only one interface is active at a time

If VBUS is active (5V): USB interface is selected
1 VBUS is inactive (0V): RS232 interface is selected

Note that only the following product combinations are allowed:

Comb. | Type of use Master Card Reader | Ctls Card Reader | PCI-PTS 3.x
SRED
1 Full featured | OPP-C60 | SCR-B COR-A10 or Yes
Chip&PIN solution SCR-C COR-A20
with acceptance of
magstripe, chip and
contactless
2 No-PIN solution for | OPM SCR-B COR-A10 or Yes
low-value payments SCR-C COR-A20
SCR-C NB
SCR-C NBS
3 No-PIN solution for | OPM - COR-B20 No
low-value payments
without SRED
certification with
acceptance of chip
contact and
contactless.
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5.7.10.4 Security of COR-B20

The product combination #3 is foreseen special for the low-value payment market in segments
parking, vending, ticketing. From a security point of view, the product COR-B20 + OPM is
fulfilling the PCI-PTS 3.1 SRED requirements on contactless side as well, as on contactless
side the card holder data have to be secured from the point of digitalization.

On the contact chip card reader, the COR-B20 is using all security mechanisms as well. In this
context the COR-B20 is an non-encapsulated reader. From the point of digitalization all

requirements of SRED are fulfilled.

The following picture is explaining this.

1 Clear-text PIN requirements are not applicable as the reader never is combined with
a PED.
9 The security for card holder data is similar to the NFC, where this data are transferred
in plain text as well.

OPM COR-B20
Secure Link
HSM
HSM < >
Application NEC ICC
Interface Interface
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5.7.11 4-eye Concept

OPP and reader must be coupled to a PCI compliant operation after installation in the machine
with the terminals, so that disassembly of the devices leads to a temporary decommissioning.
The devices have to be coupled again after the replacement (or exchange of the two devices).
For this, both devices include built-in mounting buttons that signalize if it is mounted or not.

Note: Please perform a 4-eye-activation at the OPP before executing the automatic startup.
The OPM-C60 does not require a 4-eye-activation.

5.7.12 Merchant SAM Slot

The OPP-C60 can use up to 2 Merchant SAM. For further information about the operating
speed see chapter "Technical data").

Please change the merchant SAM in the following steps:
Execute reconciliation with closure to transfer all GeldKarte transactions to the host

1.

2.
3.
4.

system.

Disconnect the device from the supply voltage.
Change the merchant SAM.

Reconnect the terminal to the power supply.

5.7.13 Communication

For online payment processing and service processes, the terminals are connected over an
integrated LAN interface. It is possible to connect an external ISDN modem or GSM/GPRS
communication module with the USB port.

The terminals support the following types of communication to the service provider:

)l

= =4 —a A

X.25 B-channel

X.25 D-channel (X.31)
X.75

LAN

Other Protocols on request
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5.7.14 Interfaces
For several purposes the OPP-C60 has various interfaces that can be used.

The terminals have following interfaces for connecting external hardware:
4 RS-232 Ports:

1. POS: Connection between terminals and vending machine or ECR.

2. SCR: Connection between terminals and Secure Card Reader (SCR)
3. COM: Connection to contactless reader (e.g. COR)
4,

MDB: (Multi-Drop-Bus): prepared for connection of vending machines with
MDB-Protocol. Also includes a normal serial port (COM2).

T LAN-Interface: Ethernet, 10/100MBit, Auto MDIX.
Communication protocol TCP/IP (more available on request) e.g. for Service-PC or
Host connection.

1 USB 2.0 OTG (High Speed 480MBit/s and Full Speed 12MBit/s) for Host and device
connectivity (exp. Updates and. Configuration). USB Mini-B.

1 USB 2.0 Host (Full Speed 12MBit/s connection e.g. of USB-to-ISDN Modules or
other connections. USB-A Port.

Note: For more information about the interfaces and their pin assignments, please refer
to chapter 6 of this.

5.7.15 Protocols
The following protocols are available with OPM-C60 and OPP C60 standard:

a) Interface protocols
1 ZVT ECR Protocol
1 O.P.l (for Vending- and Ticketing machine)
1 MDB (Multiple Drop Bus)
9 Protocol for Terminal-Supervisor 3 und TMS
1 TCP/IP

b) Host Protocols
1 Poseidon
1 Lavego
1 CCV Pay

5.7.16 Software

The terminals are using a Linux operating system with the new SECpos EVO software from
our company.
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5.8 Service

5.8.1 Integration in ECR and vending machine systems

A development checkout with the following components is available to support the adaptation
and integration on/in the cash Point:

OPI:

1 Proven tools for IFSF / OPI integration with features such as ECR simulation and
trace-program socket proxy, with which the interfaces can be monitored.

ZNT:

1 Detailed Documentation of the ZVT-Protocols (Download via www.zvt-
kassenschnittstelle.de).

1 Integrator-Specification OPP-C60 and OPM-C60, with the specifics of the protocol
implementation in chapter 6.

 ZVT-Kassensimulation

MDB:

1 Detailed Documentation of the MDB-Protocols (Download via
https://namanow.org/images/pdfs/technology/mdb _version 4-2.pdf)

5.8.2 Automatic startup

The terminals are supplied with a basic configuration. This is created with the network operator
and allows an automatic initiation / startup of the terminal with entering terminal ID and a
selection block number.

In this case also necessary dialing prefix automatically detected and subsequently stored in
the device.

For special connections (e.g. LAN with VPN or DFU over cashier with external modem) can
also the necessary setting manually performed.

Note: The degree of independent startup depends on the predetermined basic configuration
of the network operator.

5.8.3 Software Update

The terminals offer a complete and reliable software download so that you do not need a
technician on site. Automatic software updates can be performed via the terminal server
Configuration (TMS).

This makes it very easy to upgrade the equipment with new features/applications and always
keep all the stock actual.

The software update can selected either by the following three methods:

1 TMS: Comfortable with the online connection via Terminal Configurations Server
(TMS). The host can set the automatic selection of the terminals at TMS by TKM-
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command at arbitrary times. The merchant does not perform this operation step
by step.

I TS3: With the free service software, Terminal Supervisor 3 ' via the service
interface of the device - directly via USB or LAN connected to a PC or notebook.

I Updatempp: In contrast to TS3 no graphical user interface. Works with scripts
through the ECR cash register.

A Please do not disconnect the terminal from the power supply while the software activation
is running. Otherwise the update could be activated incompletely and the terminal has to be
sent in to load it completely new.

5.8.4 Maintenance

5.8.4.1 Tools
For Maintenance and service the following tools and options are available:

1. TS3
I Single access to one terminal (direct connection)
9 Local access via LAN or USB
1 Remote access via remote control if the terminal has access to IP and port
9 For details please see TS3 manual
1 TMS maintenance call can be triggered via remote control

2. Updatempp
i Single access to one terminal
 Local access via LAN or USB
1 Remote access with scripts running on ECR cash register
1

In contrast to TS3 no graphical user interface. Works with scripts through
the ECR cash register.

3. TMS
1 Central, automated maintenance system for the entire field inventory

1 Attention! Terminal software at least 02.0057.xx.xx or higher is
required. Current software versions automatically and cyclically contact
the TMS (so-called fihe a r b e a tQiderl| sbftivgre versions must be
updated accordingly to a current version 7 this means that there is a
cyclical (standard setting every 7 days) heartbeatcall to the TMS.

1 Attention! For maintainability, the cash register must regularly send status
queries (status polls) to the terminal. This is the only way for the terminal
to briefly receive master rights and to establish a connection to the
maintenance system.

1 Works in separate clients
I Simple and intuitive operation via browser
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I Features: software updates, configuration changes, reading logs, loading
keys and managing the terminal inventory

9 For details pleas see TMS manual

4. ECR cash register
1 2zVvT, O.P.l. and MDB

9 Limited options for transporting changes via the ECR cash register
interface

I TMS maintenance call can be triggered via the cash register interface

1 Attention! For maintainability, the cash register must regularly send status
queries (status polls) to the terminal. This is the only way for the terminal
to briefly receive master rights and to establish a connection to the
maintenance system.

9 For details please see CCV specification of supported commands

5. Terminal menu
9 Limited options for changing settings via the terminal menu
1 Rights & rolls i cashier, manager and technician

f  TMS maintenance call can be triggered by menu (Reboot -->pressfi | n f o
button when Anenuiiis displayed at the bottom left -->enter PIN -->Service
-->maintenance call

9 For details please see menu tree

6. Network operator

1 Configuration of the terminal using configuration diagnosis and EMV
diagnostics (controls the behavior of the terminal such as possible payment
methods)

1 4 digit host version number is transferred to network operation during
initialization and controls the subsequent processes such as extended
diagnosis and EMV diagnosis

We recommend setting software updates or configuration changes via a TMS job. Its easy and
effective. The processing takes place via the automated heartbeat call, so that no extra trigger
is required for the maintenance call.

5.8.4.2 Status query

Please ensure on the part of the cash register that a status poll is carried out regularly. This is
the only way for the terminal to briefly receive master rights and to establish a connection to
the maintenance system.
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5.8.4.3 TMS target

A Attention! For the maintainability of the terminal, it is also essential to ensure that the
TMS target can be reached (firewall, VPN...). The TMS target is:

1 1P 80.72.137.22
1 Port 1260 (without TLS encryption)/ 1270 (with TLS encryption)

Is this not the case, no updates can be carried out remotely via the TMS and laborious and
expensive on-site operation may be required. If the TMS maintenance system cannot be
reached, CCV assumes no liability for any costs incurred.

5.8.4.4 SIM card

If the data connection is established via a corresponding cellular network using a SIM card, it
must be ensured that a suitable cost model is selected. SIM cards with a small MB volume are
not suitable here, as approx. 25MB data are transferred during a software update.

5.8.5 Terminal Security State (TSS)

The TSS is displayed at the boot sequence and a 4-digit hexadecimal value. The first two
digits of the Terminal Security State are for the affected component. The last two digits
stand for the state of this component.

The TSS for an oper at i Thefallbwing ®ablenshow adlectad 3SSA 0 x 0 0 0 C
and the resulting actions for the technician.
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Terminal Security State

Action

0x0000C Terminal ready

No action needed

0x0102 C 4eye activation necessary

4eye activation take through

0x0111 € Frauds in terminal detected

Terminal must be replaced

0x0112 C No keys in terminal stored

Terminal must be replaced

0x0113 C No SCR-C connected

Connect SCR-C

0x0114 C Terminal blocked

Terminal must be replaced

0x0202 C 4eye activation necessary

4eye activation take through

0x0212 C No keys in card reader (SCR-C) stored

SCR-C must be replaced

0x0213 C No SCR-C connected

Connect SCR-C

0x0214 C No key exchange between terminal and
card reader possible

SCR-C must be replaced

0x0301 C incorrect configuration

Activate COR in terminal configuration

0x0312 C No keys in COR reader stored

COR must be replaced

O0xFF01 C several affected components

Connect card reader (SCR-C and COR)

5.9 Extensions

The advanced hardware platform of the terminals offers a variety of options for expansion and

therefore new applications.

The following optional extensions can be offered in addition:

1 New payment methods

1 Customer cards (Magnetic stripe)
9 Custumer cards (Chip)

1 Bonus card applications

1 Contactless applications

Just talk us about your planned project so that we can check the feasibility.
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5.10 Certification

1
1
1
1
1

E ]

ZKA TA7.1

DC-POS 2.5 (also used with DC-PQOS 2.4)

EMV2000 (EMV 4.0) Level 1 und Level 2

PCI version 3.x (in connection with the SCR-B 3.x)

CE: Directive 93/68/EWG of the European Parliament and of the Council from 22. July
1993 (CE)

WEEE: Directive of the European Parliament and of the Council to reduce the electrical
drop (WEEE 2002/96/EG)

RoHS: Directive of the European Parliament and of the Council on the restriction of
use of certain dangerous substances in electrical and electronic equipment (RoOHS
2002/95/EG)
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6 Technical Data

6.1 Images and Dimensions
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6.1.2 OPP-C60c (Compact)
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6.1.4 OPM-C60 s,
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6.1.5 OPP-C60/OPM-C60 installation notes

The full front-impermeability (IP-65) can be ensured only by correct installation. For this
purpose, the terminal must be connected to four or six points of attachment screwed to the
specified torque (screw OPP-C60 with the machines front panel):

i1 OPP-C60s: Mounting with 6 Screws (preferred): 0,8Nm +/-0,2Nm
Mounting with 4 Screws: 0,8Nm +/-0,2Nm
(Should be avoided; 2 Screws in the middle are not used)

1 OPP-C60c: Mounting with 4 Screws: 0,8Nm +/-0,2Nm

T OPP-C60m: Mounting with 4 Screws: 0,8Nm +/-0,2Nm

1 OPM-C6O: Mounting with 4 screws 0,8Nm +/-0,2Nm

The nuts must be secured with locking compound.

The OPP-C60 must be grounded through a mounting screw (cross-section of the
grounding line min. 2,5 mm?)

At the OPP-C60m (7000) it is relatively tight on site, e

at the upper left screw to set an adequate mold. ~

We provide you for this attachment point a longer
spacer bold as a substitute for the mother.

These are available in sizes M4 - M6.

- Model spacer bold M4: 02361-72

- Model spacer bold M5: 02362-72

- Model spacer bold M6: 02363-72

The OPM-C60 can be used with
Bopla TSH Tragschienenhalter for
mounting on DIN-Hutschienen.
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6.1.6 SCR-C

a) Overview

ohne Mafstab
without scale

b) Front view

c) Side view

© CCV GmbH - Itis not allowed to duplicate or distribute this document without our agreement.



